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(54) ILLEGAL PREVENTION SYSTEM FOR SOFTWARE 

(57)Abstract: 

PROBLEM TO BE SOLVED: To obtain an illegal use prevention 
system for software which disables secret information to be read out 
by judging whether access to a system is legal or not and updating a 
recipher key into a different key every access when it is judged that 
the access is illegal. 

SOLUTION: A cipher key read means 102 reads a cipher key out of a 
cipher key storage means 111. An illegal operation detecting means 
101 detects whether or not an illegal user who tries to obtain secret 
information is trying to unmask the secret key. A cipher key update 
means 103 updates the cipher key for reciphering the secret 
information. When illegal operation is detected, the cipher key update 
means 103 make cipher keys (b) and (c) completely different. 
Consequently, if an illegal action is detected, the secret key is 
disabled to be deciphered in 2nd or succeeding operation. Therefore, 
the secret information can be prevented from being analyzed by a 
software debugger and illegally obtained by altering software. 
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